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This certificate is only valid in combination with the original file and OriginStamp's open procedure. More information on https://verify.originstamp.com.



https://redir.originstamp.com/proof/pdf/tx/0/f3c9328c656f86625fa707a301e318c1c3fb7794eb711678fad36ee534fbf21a
https://redir.originstamp.com/hash/96217e521d106bf2b8f807465fa087e5b0a848aca56d7e67ef74019c3785dd23
https://verify.originstamp.com/
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Proof

The proof is necessary for the reproducibility of your document.

<?xml version="1.0" encoding="UTF-8"?>
<node type="key" value="daa3b4da9269397e8ffced07684b4596593fbe130b7c1b61e1cdc9087502bccd">
<left type="mesh" value="fad91d113a34272db687e4e3ed1aaa43497bbe91d2e1a73293b5b5adc6756219">
<left type="mesh" value="82309189ce6c812806aac17e27165d45f24a23fcaa84280c2bffbd88d4b20a5d"/>
<right type="mesh" value="205f67a80f79ac3d81203994a35860375c2b70dd588625bf20626d12bdcdb77f">
<left type="mesh" value="03c91c76ac0506f6c015171bf850dd53ff6f7c6cecda9al0b0674082a5b4eef4" />
<right type="mesh" value="72be62fa4d0ae2fb90d3068e422c4553ecb5fe95fb64170d782fb7eb98e956ad">
<left type="mesh" value="3c7944d0e103853cdd840d37f9aec8e98f769af2deab32c7cd095b6c7b6ccOe7">
<left type="mesh" value="18b1365e4e4830f8c991233612c43a059a0c43dB8a4fdf0d51efd59c02718053b"/>
<right type="mesh" value="e6df6a7912266523d82fc4534b5b41bfeade57734288cae6e690a804e048575d">
<left type="mesh" value="3e8914a7c413d91a3905ca368122b74d124f83ef8c2a46d22a1b1ac6083c1353"/>
<right type="mesh" value="7e4afbe09b2766d01a404f7792e9251b3a5101fc66cf1d6747a5b10d95aa1e29">
<left type="mesh" value="afd6fb618fa978db00ebf9623dbcc54013205f9e68fafcf920d3c0c142477653"/>
<right type="mesh" value="29053702a860173a71c1ad19e154883a7c8298461ee34c84cbd34a1c4585628a">
<left type="mesh" value="296d0b1fed5f75ba0996938704e08557fb2ea53b6399b8d2b6b1ea65587ab1ca"/>
<right type="mesh" value="091b6b63851b10f777816fb1eb9766526187ae5c6bfa1341b433f85080492d65">
<left type="mesh" value="34487e22e5f5f32c5cf36ae3bfcbb5bb93eb486de7c7ch68eeea7843ce8ecc05">
<left type="mesh" value="fd016f8f9b844e74f87b399433790ed76f2032b7219e50c06e522acea%ecfdb7"/>
<right type="mesh" value="f1c682d5976e13a864cdae1ebbc802dc9314be744188c0fcf03e328aaf52a301">
<left type="mesh" value="4253d43e3870231c7a031b967f179bbbcdadc7bdb5032f2739f82d83926d26e7"/>
<right type="mesh" value="092954a7be289ae28b215f7369a571c0ee2869472284da3d85c89ea543379c51">
<left type="mesh" value="d07004f98a25dc40e8023ac371dd8faad62636cc9c954cf45317cc9186835162">
<left type="mesh" value="5478e8a2f17936bf8ac96a0ad8d1e753a6d488cecefff6536a9792aa709f7065">
<left type="mesh" value="9620a11b2d800957863a46758dfb4ecbe6242cb208818b639aa11b785189f373"/>
<right type="hash" value="96217e521d106bf2b8f807465fa087e5b0a848aca56d7e67ef74019c3785dd23"/>
</left>
<right type="mesh" value="ec467c77882e099ad32bcdfe4ab0d9af49a5fce4c54326e9b630b190eca9bb8b"/>
</left>
<right type="mesh" value="96ff253584c647551e0681f35ed6b837116a445f222f38ca6959c74e8aeea52d"/>
</right>
</right>
</left>
<right type="mesh" value="12c3a92a4a5e0b11820683a3d79c671b4539c174ef1494f4207abd3d2dab3049"/>
</right>
</right>
</right>
</right>
</left>
<right type="mesh" value="98ace78c8a5d3a2a0bd6ea17183197895e93d161dd7ad33022e6150ef37a975b"/>
</right>
</right>
</left>
<right type="mesh" value="507feca561283ce8fd19852aa117d7e1472f885084ed057d0e29ed800cfa5cab"/>
</node>
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Verification

OriginStamp is a timestamp service that uses various blockchains
like the Bitcoin Blockchain to create tamper-proof timestamps for
your data. Instead of backing up your data, OriginStamp embeds a
cryptographic fingerprint in the blockchain. It is de facto impossible
to deduce the content of your data from your fingerprint.
Therefore, the data remains in your company and is not publicly
accessible. All you need to do is send this fingerprint to
OriginStamp via the interface. The integration of the RESTful API is
very simple and convenient and allows all data to be easily tagged
with a tamper-proof timestamp. This document shows the
procedure and gives instructions for verifying a timestamp created
with OriginStamp.

1. Determine the SHA-256 of
your original file

There are numerous programs and libraries to calculate the SHA-
256 of a file, such as MD5FILE. Simply drag and drop or select your
file, to retrieve the SHA-256 of your file.

2. Validate your proof

First, it must be verified that the hash of the original is part of the
evidence. In order to check this, the proof can be opened with a
conventional editor and its content can be searched for the hash. If
the hash cannot be found, either the file was manipulated or the
wrong evidence was selected.

3. Determine the root hash

The Merkle tree is a tree structure, that allows to organize the seed
more efficient than a plain-text seed file. The tree is built from the
bottom to the top and follows a defined schema. The value of a
node is determined by the aggregated hash of its children.

Left child =
a8eb9f308b08397df77443697de4959c156fd4c68c489995163285db
d3eedaef

Right child =
ab95adaee8eb02219d556082a7f4fb70d19b8000097848112eb85b1
d2fca8f67

Node = SHA-
256(a8eb9f308b08397df77443697de4959c156fd4c68c4899951632
85dbd3eedaefab95adaee8eb02219d556082a7f4fb70d 1908000097
848112eb85b1d2fca8f67) =
47e47c96302eebab2ed443dd0c89b3411bbddd2c1ffebdfb1f833fal
1e060b85

originstamp

This step is performed for all levels of the tree until the hash of the
root has been calculated. If the hash of the root is identical as
proof, the calculation was successful and the root hash is verified.
The top hash corresponds to the root hash we embedded in the
blockchain through a transaction. For a more detailed explanation
of the Merkle tree, we want to refer to Wikipedia.

4. Determine the Bitcoin
Transaction

Having determined the root hash in the previous step, we store
this hash in an OP_RETURN transaction in the Bitcoin blockchain.

5. Check the transactions

The Bitcoin transaction hash on the first page points to a
transaction in the Bitcoin blockchain. Further, the root hash should
be contained in an output of the OP_RETURN transaction. Most of
the blockchain explorers can display the output of OP_RETURN
transactions. As soon as the transaction has been found, the block
time is the actual tamper-proof timestamp. To simplify the search,
we added the transaction to the certificate.


https://redir.originstamp.com/proof/pdf/md5calculator
https://redir.originstamp.com/proof/pdf/wiki/merkle_tree

